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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Section 44-1373, Arizona Revised Statutes, is amended to 2 

read: 3 
44-1373.  Restricted use of social security numbers; definition 4 
A.  Except as otherwise specifically provided by law, beginning on 5 

January 1, 2005, a person or entity shall not: 6 
1.  Intentionally communicate or otherwise make an individual's social 7 

security number available to the general public. 8 
2.  Print an individual's social security number on any card required 9 

for the individual to receive products or services provided by the person or 10 
entity. 11 

3.  Require the transmission of an individual’s social security number 12 
over the internet unless the connection is secure or the social security 13 
number is encrypted. 14 

4.  Require the use of an individual’s social security number to access 15 
an internet web site, unless a password or unique personal identification 16 
number or other authentication device is also required to access the site. 17 

5.  Print a number that the person or entity knows to be an 18 
individual's social security number on any materials that are mailed to the 19 
individual, unless state or federal law requires the social security number 20 
to be on the document to be mailed.  This paragraph does not prohibit the 21 
mailing of documents that include social security numbers sent as part of an 22 
application or enrollment process or to establish, amend or terminate an 23 
account, contract or policy or to confirm the accuracy of the social security 24 
number.  In a transaction involving or otherwise relating to an individual, 25 
if a person or entity receives a number from a third party, the person or 26 
entity has no duty to inquire or otherwise determine if the number is or 27 
includes that individual's social security number.  The person or entity may 28 
print that number on materials that are mailed to the individual, unless the 29 
person or entity that received the number has actual knowledge that the 30 
number is or includes the individual's social security number.  This 31 
paragraph does not prohibit the mailing to the individual of any copy or 32 
reproduction of a document that includes a social security number if the 33 
social security number was included on the original document before 34 
January 1, 2005. 35 

B.  Notwithstanding subsection A, a person or entity that before 36 
January 1, 2005 used an individual’s social security number in a manner 37 
inconsistent with subsection A may continue using that individual’s social 38 
security number in that manner on and after January 1, 2005 subject to the 39 
following conditions: 40 

1.  The use of the social security number must be continuous.  If the 41 
use is stopped for any reason, subsection A applies. 42 
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2.  Beginning in 2005, the person or entity must provide the individual 1 
with an annual written disclosure of the individual’s right to stop the use 2 
of the social security number in a manner prohibited by subsection A. 3 

3.  If the individual requests in writing, the person or entity must 4 
stop using the social security number in a manner prohibited by subsection A 5 
within thirty days after receiving the request.  No fee or charge is allowed 6 
for implementing the request, and the person or entity shall not deny 7 
services to the individual because of the request. 8 

C.  This section does not prohibit the collection, use or release of a 9 
social security number: 10 

1.  As required by the laws of this state or the United States or for 11 
internal verification or administrative purposes. 12 

2.  FOR LEGITIMATE ACCOUNT COLLECTION ACTIVITIES. 13 
3.  FOR CREDIT REPORTING. 14 
4.  IF THE SOCIAL SECURITY NUMBER IS REQUESTED BY A LAW ENFORCEMENT 15 

AGENCY. 16 
D.  Beginning on January 1, 2005, This state or any political 17 

subdivision of this state shall not use an individual's social security 18 
number on state issued or political subdivision issued forms of 19 
identification. 20 

E.  This section does not prohibit an agency of this state or a county, 21 
city, town or other political subdivision of this state from disseminating or 22 
using the last four numbers of an individual's social security number. 23 

F.  A government agency shall not transmit to an individual material 24 
that contains both an individual's social security number and bank, savings 25 
and loan association or credit union account number.  This paragraph 26 
SUBSECTION does not prohibit the transmitting of documents that include 27 
social security and bank, savings and loan association or credit union 28 
account numbers as a part of an application or enrollment process or to 29 
establish, amend or terminate an account, contract or policy or to confirm 30 
the accuracy of the social security, bank, savings and loan association or 31 
credit union account number. 32 

G.  A PERSON OR ENTITY, INCLUDING A UTILITY OR TELECOMMUNICATIONS 33 
COMPANY, SHALL NOT REQUIRE AN INDIVIDUAL TO PROVIDE MORE THAN THE LAST FOUR 34 
DIGITS OF THE INDIVIDUAL'S SOCIAL SECURITY NUMBER TO THE PERSON OR ENTITY IN 35 
ORDER TO DO ANY OF THE FOLLOWING: 36 

1.  IDENTIFY AN EXISTING CUSTOMER WHEN COMMUNICATING ABOUT AN ACCOUNT 37 
TELEPHONICALLY, OVER THE INTERNET OR IN PERSON. 38 

2.  RETURN A PURCHASE. 39 
3.  ACCESS INFORMATION ABOUT BILLING, ACCOUNT BALANCES OR SERVICE 40 

PLANS. 41 
4.  TELEPHONICALLY ACTIVATE A CREDIT CARD. 42 
G.  H.  For the purposes of this section, "individual" means a resident 43 

of this state.  44 
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Sec. 2.  Title 44, Arizona Revised Statutes, is amended by adding 1 
chapter 32, to read: 2 

CHAPTER 32 3 
RECORD DISCARD AND DISPOSAL 4 

ARTICLE 1.  DISCARD AND DISPOSAL OF PERSONAL AND  5 
ENTITY IDENTIFYING INFORMATION RECORDS 6 

44-7501.  Discarding and disposing of records containing 7 
personal identifying information or entity 8 
identifying information; civil penalty; costs; 9 
affirmative defenses; enforcement; definitions 10 

A.  A BUSINESS SHALL NOT DISCARD OR DISPOSE OF A RECORD CONTAINING 11 
PERSONAL IDENTIFYING INFORMATION OR ENTITY IDENTIFYING INFORMATION UNLESS THE 12 
BUSINESS DOES AT LEAST ONE OF THE FOLLOWING: 13 

1.  SHREDS THE CUSTOMER'S RECORD BEFORE DISCARDING OR DISPOSING OF THE 14 
RECORD. 15 

2.  ERASES THE PERSONAL IDENTIFYING INFORMATION OR ENTITY IDENTIFYING 16 
INFORMATION CONTAINED IN THE CUSTOMER'S RECORD BEFORE DISCARDING OR DISPOSING 17 
OF THE RECORD. 18 

3.  MODIFIES THE CUSTOMER'S RECORD TO MAKE THE PERSONAL IDENTIFYING 19 
INFORMATION OR ENTITY IDENTIFYING INFORMATION UNREADABLE BEFORE DISCARDING OR 20 
DISPOSING OF THE RECORD. 21 

4.  TAKES ACTIONS THAT THE BUSINESS REASONABLY BELIEVES WILL ENSURE 22 
THAT NO UNAUTHORIZED PERSON WILL HAVE ACCESS TO THE PERSONAL IDENTIFYING 23 
INFORMATION OR ENTITY IDENTIFYING INFORMATION CONTAINED IN THE CUSTOMER'S 24 
RECORD FOR THE PERIOD BETWEEN THE RECORD'S DISCARD OR DISPOSAL AND THE 25 
RECORD'S DESTRUCTION. 26 

B.  A BUSINESS THAT VIOLATES SUBSECTION A OF THIS SECTION SHALL 27 
REIMBURSE EACH CUSTOMER WHOSE PERSONAL IDENTIFYING INFORMATION OR ENTITY 28 
IDENTIFYING INFORMATION HAS BEEN WRONGFULLY DISCARDED OR DISPOSED FOR THE 29 
ACTUAL COSTS TO THE CUSTOMER AND THE SECONDARY COSTS, INCLUDING COSTS THAT 30 
ARE RELATED TO CORRECTING CREDIT ERRORS THAT ARE REASONABLY RELATED TO THE 31 
WRONGFUL DISCARDING OR DISPOSAL.  A CIVIL PENALTY SHALL ALSO BE IMPOSED.  THE 32 
CIVIL PENALTY SHALL NOT EXCEED TEN THOUSAND DOLLARS OR THE ACTUAL AMOUNT OF 33 
THE LOSS TO THE VICTIMS, WHICHEVER IS GREATER.  A BUSINESS THAT VIOLATES THIS 34 
SECTION SHALL PAY COSTS INCURRED BY THE COUNTY ATTORNEY OR ATTORNEY GENERAL 35 
IN ENFORCING THIS SECTION, INCLUDING REASONABLE ATTORNEY FEES. 36 

C.  IT IS AN AFFIRMATIVE DEFENSE TO THE WRONGFUL DISCARD OR DISPOSAL OF 37 
A CUSTOMER'S RECORD THAT CONTAINS PERSONAL IDENTIFYING INFORMATION OR ENTITY 38 
IDENTIFYING INFORMATION IF THE BUSINESS SHOWS THAT IT EITHER: 39 

1.  IS SUBJECT TO AND IN COMPLIANCE WITH FEDERAL LAW SPECIFICALLY 40 
ADDRESSING THE PROPER DISCARDING OR DISPOSAL OF CUSTOMER RECORDS. 41 

2.  USED DUE DILIGENCE TO PROPERLY DISCARD OR DISPOSE OF THE RECORD. 42 
D.  THIS SECTION MAY BE ENFORCED BY EITHER OF THE FOLLOWING: 43 
1.  A COUNTY ATTORNEY IN THE COUNTY IN WHICH THE CUSTOMER'S RECORD WAS 44 

WRONGFULLY DISCARDED OR DISPOSED. 45 
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2.  THE ATTORNEY GENERAL IF THE WRONGFUL DISCARD OR DISPOSAL OCCURS IN 1 
MULTIPLE COUNTIES OR IF THE COUNTY ATTORNEY IN THE COUNTY IN WHICH THE RECORD 2 
WAS WRONGFULLY DISCARDED OR DISPOSED CONSENTS TO ENFORCEMENT BY THE ATTORNEY 3 
GENERAL. 4 

E.  FOR THE PURPOSES OF THIS SECTION: 5 
1.  "ENTITY IDENTIFYING INFORMATION" HAS THE SAME MEANING PRESCRIBED IN 6 

SECTION 13-2001. 7 
2.  "PERSONAL IDENTIFYING INFORMATION" HAS THE SAME MEANING PRESCRIBED 8 

IN SECTION 13-2001.  9 
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